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AMERICAN CANCER SOCIETY
PRIVACY STATEMENT

%" *"/& + + "/ | & ACGvaldesyyour trustand we understand the importance of protecting your
privacy. We wantto make surethat you understand how your information isollected andusedby ACS Thisprivacy
01 1"*"+1 /&3 6 Hedctibes what information we collect about you, includinghen andhow we
collect it; how we use it; with whom we may share it; and what choices you have regarding our use of your
information.

This Privacy Statement applies to all information collected through your communications wi@S whether
electronic, written or oral; information collected througlACS*, &)" --)& 1&,+0orACSnebsites &1"0
that include a link to this Privacy Statements well as any other information about you that we may collect offline or
receive fromthird parties (collectively, Apps,Sites, and offline or thireparty information are referred to ashe

"/3 & By accessing our Services or providiyour information to us, you accept and agree to tpeactices
described in this Privacy Statement.

This PrivacyStatement



Contact Information and Preferences. We may request contact information such as your name, mailing
address, telephone number-mail address, andyour preferencesfor how you would like to be contacted b&CS
We mayalsouse third-party services tasupplement orensure accuracy ofontact information. In the case of
media contacts weuse the services dfision


https://www.cancer.org/about-us/our-partners/american-cancer-society-roundtables.html

example, ACSprovides transportation and lodging assistance to help cancer patients overcome barriers to
treatment. If you contactACSo utilize these support services, we may ask you for contact and demographic
information, as well agnformation about yourreferring physician otreatment facility, limited health
information such ascancer typeand diagnosis date The specific personal information reques{er degree of
specificity required)may vary depending on the type @rogram/service.

Site and App Use We may collecPersonal hformation through your use of the Sites andpps includingACS 0
online public forums, discussion boards, or chat roomi$ you become a registered user of a Site or App, we will
collect login and profile informationrand may also collect information about your areas of intere®lease note
that any information you post withinour public forums will become public and may beead, collected, and used
by anyone Please exercise caution when deciding whether to disclose your Personal Information in public
forums.

If you use the ACSARES\pp, we will collecthe health and demographidnformation youshareto provide
information and services tailored to your needs or interes¥ou arenot required to provide sensitive information
to use the ACSARES\pp.

Donations. If youdonate to ACS we willcollect Personal Information from you that may includgour name,
address, telephone number, and/or-enail address so that we can send you a receipt and thank you for your
donation. We may also collect employer information, if your employer participates in our domatch program
or if the fundraiser is being promoted by your employa&kle may also collect limited financial informain to
process your donations

Employment or Volunteer Participation . If youseek employment withACSor volunteer forACS we will collect
information related to your role For instance, we will collect employment history information if you submit a
resume toACS If you arevolunteering to provide peeito-peer support for cancer patients, we may ask about
your demographic information othe languages you spealOr, if you are volunteering to provide transportation
assistance through our Road to Recovery program, we will collect information on your driving hisRepending
on your role, we may also request a background check

Research Participation. If you inquire about (or enroll in) @ ACSesearch study, we may collect information
from you related to the study or studies, which may include health informatiétesearch participant data is

maintained in a secure, restricted environment anglaccessednly for research purposes.

Event Registration.



Third-party Fundraising Campaigns, Promotions or Events We may use or interact witthird partiesto
conduct fundraising campaignspromotions or eventsincluding online platformsIn these instances, we may
receive access to donor reports which includes donor name, contact information and donation amdtat also
may receive youPersonal hformation if you respond to a causeelated maketing campaignor other promotion
benefitting ACShat is conducted by a corporate partner.

Social Media Interfaces If you elect to connect your social media account to your Site account, certain Personal
Information from your social media account will be shared with us, which may include Personal Information that
&0 - /1 ,# 6,2/ -/,#&)" ,/ 6,nterfaces



Other Business PurposesWe may use Personal Information for other business purposes, such as conducting
audits, fraud monitoring and preventiongata analysis, recordkeepingjeveloping new services, enhancing,
improving or modifying ouprograms and ourServices, identifying usage trends, determining the effectiveness of
fundraising campaignsnd mission activities andupdating andexpanding ourbusiness activities

With your consent. In addition to the other uses described in this section, we may also use your information as
you expressly authorize us to do so.

WITH WHOMVE MAY SHAREDURPERSONAL INFORMATION

Exceptfor the limited purposeoutlined in the Donor Privacysection below,ACSdoes notshare orsell Personal
Information of its constituents ACSJoes share Personal Information with its service providemogram volunteers
and otherthird parties that assist ACS ifurtherance of its missionPersonal hformation is only sharedvith these
third-parties pursuant to confidentiality requirementsin furtherance of our mission,qur Personal Information may
be shared withthe following categories othird parties: service providersACSaffiliates, mission collaborators,
referring organizations, volunteersndividuals in his whose namgou donated or immediate family members
(memorial donations) and other


http://www.fightcancer.org/privacy_policy.

Memorial and Honor Giving. You may choose to honor someone whose life has been impacted by cancer by
making a donation in their name. Once your gift is receivad you have requested a notification be sent to the
honoree or family ACSwill send a card to the honoree or family acknowledging your githe amount of money
donated through memorial or honor donations is kept confidential, but thedividual (or their immediatefamily

in the case of a memorial donatiompay be provided with the name and address of those individuals who have
donated in honor of their loved one, whether in the card itself or at the request of the honoree or family.

Other Uses or Disclosures of Personal Information.We may also usand disclose your Personal Information as
we believe to be necessary or appropriate: (a) to comply with applicable law, which may include laws outside
your country of residence, to respond to requests from public and government authorities, which mawdiecl
authorities outside your country of residence, to cooperate with law enforcement, or for other legal reasons; (b)
to enforce our Terms of Use; (c) to protect our rights, privacy, safety or property, and/or that of our affiliates, you
or others; and (dunder circumstances we believe appropriate to coordinate treatment related services with your
provider or health plan, or for permissible public health purposes such as cancer surveillance. In addiio8s,

may use, disclose or transfer your information tatlird-party in the event of any reorganization, merger, sale,
joint venture, assignment, transfer or other disposition of all or any portion of our organization (including in
connection with any bankruptcy or similar proceedings).

Your Consent In addition to the other disclosures described in this section, we may also disclose your
information as you expressly authorize us to do so.

DONOR PRIVACY
ACS shares personal information (including name, contact information, and donation history) in the context of
cooperatives managed by thirgbarty vendorsWilandand Epsilon andM+RThe personal information provided is
used by the thirdparty vendors to create a score or profile which may then be used to send solicitations on behalf
of other organizations. These organizations will not have direct or continued access to your persoiogination
unless you choose to provide it to them directly by responding to an appeal. We do not share hesd#ited data
in connection with these effortsln addition, for the purposes of better stewarding our donorgublicly available
biographic and financial information may be appended by thipkrty providersincluding Windfalland Merkle

J .2"01&,+0 /") 1&+3$ 1, 1%" 1% ublicly avdil@ble informaionemail
support@windfall.com (for Windfall) andemail dpous@merkleinc.con{for Merkle.

Sharing excludes text messaging. The data provided by individuals to receive text messages is not shared with
third parties for marketing purposes.

You, as a donor, may have your name excluded from any donor list sharing activity by submitted aData
Request Form

MOBILE TERMS

If you give us your phone number and ept to receiving ACS messages, we may text you (SMS or MMS) regarding
American Cancer Society programs or events or seek donations. We will contact you throughntetbeds only in
accordance with applicable legal requirements, and you always have the ability to-opt of further calls or texts.

There is no fee from the American Cancer Society to receive text messages. Message and data rates mahiapply
can bechecked with your mobile service provider. Charges are billed and payable to your mobile service provider or
deducted from your prepaid account.


https://wiland.com/privacy-choices/
https://www.epsilon.com/abacus/get-in-touch/consumer-data-deletion-requests
https://www.mrss.com/privacy-policy/
https://www.windfall.com/
https://www.merkle.com/getting-know-your-privacy-rights/privacy-notice
mailto:support@windfall.com
mailto:dpous@merkleinc.com
https://privacyportal.onetrust.com/webform/3c8afaca-709c-4d53-a881-7a90a3f0de69/9ee0546c-3514-4b59-bf1d-a996e9027671
https://privacyportal.onetrust.com/webform/3c8afaca-709c-4d53-a881-7a90a3f0de69/9ee0546c-3514-4b59-bf1d-a996e9027671
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name, and the date, time, and content of your messages. We may use this information to contact you and provide the
services you request from ud\lerts sent via SMS may not be delivered if the mobile phone is not in range of a
transmission site, or if sufficient network capacity is not available at a particular time. Even within a coverage area,
factors beyond the control of the wireless operator 6 &+ 1"/#"/" 4&1% *"00 $" !")&3"/6p &+ )2!&-
equipment, terrain, proximity to buildings, foliage, and weather. Wireless operators do not guarantee message
delivery and will not be held liable for delayed or undelivered messages.

We will not be liable for any delays in the receipt of any SMS message as delivery is subject to effective transmission
from your network operator.

The data provided by individuals to receive text messages is not shared with third parties for marketing purposes.
If you have any questions, text HELP to the number you received a text message from

To stop receiving messages reply STOP to the number you received text messages from





http://www.allaboutcookies.org/manage-cookies/index.html
http://optout.aboutads.info/#!/

communications to you, including fundraising and outreach communicatiorsmsed on youmreas of interestand
other information about you.To do this, we may place cookies on your browser and combine IP address or
browsing historywith other de-identified data (such as a hashed, neneadable email or postal address). We may
then communicate with you through mail, email or other channels.

OUR DATASECURITPROTECTIONS

Weseek to use reasonable organizational, technical and administrative measwegsonably designed to secure

the information to protect Personal Information within our organizationNe incorporate industry standard security
controls (like firewalls) and protocols (like SSL/TLS) to create a site that is resistant to standard intéxastd

threats. Unfortunately, no datatransmission or storage system can be guaranteed to be 100% sedtiy@u have
reason to believe that your interaction with us is no longer secure, please immediately notify us in accordance with
the “Howto Contact U8 section below.

RETENTION

ACSetains Personal Information that we receive for as long as necessary to fulfill the purpose(s) for which the
information was collected, to provide our services and products,pursue legitimate business purposes) enforce
our agreements, and comply with all applicable laws.

YOURPRIVACRIGHTSAND GOICES
In certain countries and in certain states, such as Colorado,you have specific rights regarding your
Personal Information. This section describes your rights and explains how to exercise those rights. Subject
to certain limitations (such as our legal obligation s), you have theright to access to obtain a copy of, to
correct, to opt-out of the sale or sharing, and to delete your Personal Information . You alsocan limit the
means or frequency of certain communications and to appeal responses to your requests

To exercise your privacy rights, please submit aData Request Form.Please note that when you submit your
request, you will receive an email asking you to confirm the submission. If the request is submitted on
behalf of another person, please provide sufficient information that allows us to verify you are authorized
to make the request.

To AccessRequest a Copy of your Personalnformation. Subjectto applicable law, you may have the right to
obtain confirmation of the categories of Personal InformaticACSnaintains about youand/or to request access
to and receivea copy ofinformation. To exercise your privacy rights, please submit aData Request Form. In
your request, please make clear what Personal Information you would like to reviésv your protection, we may
need to verify your identity before implementing your request you are submittinga request on behalf of
someone else, we may ask for additional verification, such as written documentatioother proofof authority.
Wewill try to comply with your request asoon as reasonably practicableonsistent with applicable law.

To make such a requestplease submit aData Request Form.

To OptOut of Sharing

You have the right to opt out of theharing of your dataACS shares Personal Information (including name,
contact information and donation history) in the context of cooperatives managed by third pargndorsWiland,
Epsilon andSimio Cloud The personal information provided is used by the thigdrty vendors to create a score

or profile which may then be used to send solicitations on behalf of other organizations. These organizations will
not have direct or continued access to your personiaformation unless you choose to provide it to them directly
by responding to an appeal. We do not share healtiated data in connection with these efforts.
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To exercise this righfpleasesubmit aData Request Form

To Request Deletion

You have the right to request that we delete any of your personal information we collected from you and retained,
subject to certain exceptions. Once we receive and confirm your verifiable consumer request, weelgte (and

direct our service providers to delete) your personal information from our records, unless an exception applies.

Please note thain cases of deletion, limited personal information will remain to document the requeBhe right
to access Personal Information may be limited by local law. To exercise these rights, piedsait aData

Request Form

Right to Appeal. Although ACSmnakes good faith efforts t@womply with privacy rights requestghere may be
circumstances in whichACSs unable to provide access, including but not limited ,tehere the information

4,2) ,*-/,*&0" ,1%"/0 -/&3 6 ,/ ,1%"/ )"$&1&* 1" /&$%10p 4%"/" 1%" 2/!
4,2)! " 1&0-/,-,/1&,+ 1" 1, 1%" /&0(0 1, 1%" &+!&3&!2 or wherédhe infbratioh % "
is subject tolegal privilege.

If youexercise one of your privacy rights anee are unable to process your request, we will endeavor to provide

you with an explanation as to why the request was deniéithe explanation will include information on how to
appeal,including the relevant regulatory authorities,
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authorities may be entitled to access your Personal Informatiaithere required, data transfers will be made
subject to the terms of the applicable Standard Contractual Clauses or with your consent.

Information on Third Parties. If youdisclose any Personal Information relating to other people to us, you
represent that you have the authority to do so and to permit us to use the information in accordance with this
Privacy Statement.

HOW TO CONTACT US

Privacy Questions and Communication Preferences. If you have any questions about this Privacy Statemeat if
you wish to update or correct your personal profilehange your communication preferences or limit
communications,please contact us at:

Telephone: 1-800ACS2345

Postal Mail:  American Cancer Society, Inc.
ATTN: Security and Privacy Requests
270 Peachtree StreélW, Suite 1300
Atlanta, GA 3803
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